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Introduction

This guide is meant to explain the operation of the QVD client, so that the users of the virtual desktops can connect to their
workspaces.

The QVD client is available for 3 different operating systems, Linux (Ubuntu 16.04, Ubuntu 14.04 and SLES12), MacOS and
Windows (from version 7 and above).

The operation of the client is the same in all versions, except for the Linux client that offers some extended functionality.

The installation of the client is covered in the following quick installation guides

* Linux Systems

— Ubuntu
- SLES

* Windows

* MAC OS X
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http://docs.theqvd.com/docs/en/4.1/QVDClientQuickInstallationGuideLinuxUbuntu.html
http://docs.theqvd.com/docs/en/4.1/QVDClientQuickInstallationGuideLinuxSLES.html
http://docs.theqvd.com/docs/en/4.1/QVDClientQuickInstallationGuideWindows.html
http://docs.theqvd.com/docs/en/4.1/QVDClientQuickInstallationGuideMacOSX.html
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Part I

Client execution
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To execute the QVD client in the different operating systems, the following steps must be followed.
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Chapter 1

Windows

i Note
[~

The process described has been done using Windows 10. In other versions you will have to find the application of the
QVD client in the appropriate way in each case.

=] Note

During the installation of the Windows QVD client, the option of creating a shortcut on the desktop is given.

1. We locate the QVD client

* If we did not have direct access to the QVD client, we can find it in the applications menu by clicking on the Windows
start button.

B Netvide Assembler 2:12.01

B otepaa- -

o
Oracle VM VirtualBox Guest A... ~

Paint 3D
New

B 82 B &

&

G

Strawbery Perl

£ fype here to search
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* In the same way we can use the search engine in the task bar that appears when you click on the Windows start button.

] © Filters v
Best match
a QVD Client
Desktop app
Photos

Search suggestions
qvd - See web results
qvd file
qudcreatetime
qud usa
qvdashboards ahss
qvd viewer

qvd generator

1:19 PM

DD e B

3
7]

QVD Client

10:23 AM
O Type here to search NI s BB

2. In any case, when you click on the icon, the QVD client will appear. The options are divided into two tabs:

¢ The connection tab with the session fields
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& awn

Connect  Settings

QVD Client

QVDCIient@A

[ user

[ Restart session

10:24 AM
O Type here to search

D) gy R

* The settings tab with the configuration options

Recycle Bin

& avo

Connect  Settings
Options
Enable audio

Enable printing
Full screen

Connectivity
Server

Connection type
Share
Enable shared folders[/] Remove

C\Users\juan! Deskiop

O Type here to search

10:24 AM

N BRI s B
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Chapter 2

Linux

Note

The process described has been done using Ubuntu Unity. In another distribution or desktop environment it will be
necessary to find the application of the QVD client in the appropriate manner in each case.

1. We click with the right button on the Unity icon in the applications menu and click on applications

Ubuntu Desktop

Home

Applications

man/man1/psql.1.9z to provi

2. In the application search bar we write QVD, this will show the application icon.
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1 = 4) 1631 %

ﬁ/ < ® qu‘ Filter results »

& Recently used

'D Client

@ Installed

QD client Video QUD Session

3. We click on the icon which will make the QVD client appear. The options are divided into two tabs:

e The connection tab with the session fields

QVD Client

@ Setti ibpgS:and6d (9

owxb

Connect | Settings

Setting up postg i
update-alternatives: using /usr/sh:
r/share/man/man1/psq

a /
postaresqg nt (9.5 ..
perl-qud-http (4. 5bb2) . QVD .
perl-qud-parallel 4 d
qud-client-libs (4.6. 2 5bb2) . .. Client

s (
vd-httpd (4.

¥ (3 nico@default
perl-qvd-config (4 8521-f48d6bb2)

iggers for libc
root@narenas-vVirtualBox:

"] Restart session

S perl-qud-httpc (4.0.0-30521-f48d6bb

s perl-qud-client (4.0. 2 6

S perl-qud-db (4.0. 6bb2)
H

Qindel Group © 2017 | Terms of use

* The settings tab with the configuration options
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QVD Client

Untitled Folder

Untitled Folder 2

Untitled Document

Connect | Settings

Options

Enable audio B
Enable printing M

Full screen ml

Connectivity

= topus-internal.gindel.com
Connection type

Local &

Share
Enable shared folders &

/home/narenas
/media

Enable USB redirection |

Note

Unlike the other clients, the USB redirection option is available in the Linux client.
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Chapter 3

Mac OS

To execute the QVD client in Mac OS, the following steps must be followed.

* Enter the Launchpad to access the list of installed applications where you will find the QVD Client.

Y - «

w

Adium Dacker Firefox iTerm MacPorts (otro) Telegram

R %

Tunnelblick VMware Cli...tion Plug-in CitrixOnlineLauncher

In the same way we can use the search engine or spotlight.
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& Finder Archivo Edicién

v
i
f

Ventana Ayuda

MEJOR RESULTADD
Qud

SITI0S WEB SUGERIDOS POR SIRI

@ theqvd.com

@ theqvd.com

B prezicom
OTRA

|&  qud_admin_web.conf

|d  qud-wat.conf

| qud_db_test 007 001.dat
|| qud_db_test 006_001.dat

|;\ «qud_db_test_005_001.dat
MAPAS

5. Qvd di Quattrina Vincenzo e Daniel...

&) QudBv
IMAGENES

907

— The connection tab with the session fields

Qud

Versién: 1.1.1

Clase Aplicacién
Tamafic 163,6 MB
Creacion 15/9/16

Modificacién 30/1/17
Ultima apertura  14/3/18

o

* In any case, upon clicking the icon the QVD Client will make its appearance. Options are split into two tabs:

QVDCIient@

[user

[ Reinicio de sesién

Conectar

Qindel Group ® 2017 | Condiciones del servicio

GLOPAFIL Y (R

— The settings tab with the configuration options

BU
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| conectar IITEC

Opciones

Habilitar sonido
Habilitar impresién
Pantalla completa ||
c
Servidor |

Tipo de enlace Local a

Compartir
Compartir carpetas Aiadir Quitar

fUsersfizeafDownloads

O & <0 9%} Mié13:33 Juan
2 : TEES

Zea Q @

o ,’\
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Chapter 4

Starting the Client

When the client starts up, the client with the Connect tab open is shown before us.

This tab is composed of:

1. Login field: Where the user will enter their login to start the session.
2. Password field: Where the user will enter its password.
3. Connection button: To connect to the VM.

4. Checkbox for restarting the session: If the user selects this checkbox, at the moment of the connection a reset of the
session of the user will be produced, losing the works that there would be in the same one if the user had not saved the
documents of this one.

There is also a Settings tab with connection, connectivity and sharing options. These options will be explained later.
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Part 11

Connecting to a desktop

info@theqvd.com 13



QVD client guide 4.1 14 /28

To connect to a desktop, the first thing we have to do is configure the QVD server to which we want to connect, for this we will
click on the settings tab and type the domain or FQDN of the server to which we want to connect .

QVD Client 1 = 1) 16:54 {3

Connect | Settings

Options
Enable audio

, Enable printing

Full screen

-

e murphy.qindel.com|

Connection type

Local =

Share

Enable shared folders Remove

Jhome/narenas
/media

Enable USB redirection [

The type of connection in this case we will leave it to Local.

Note

This configuration will be saved for future executions.

Once this is done, we will return to the Connect tab where we will introduce the corresponding login and password.

Note

We remind you that the login will be by default in the format [user]@][tenant]

QVD Client

Untitled Folder Connect | Settings

Untitled Folder 2

Untited Dacument QV DC lient @

nico@default

["] Restart session

Qindel Group © 2017 | Terms of use
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By pressing the connection button, if we only have a desktop configured and the certificate presented by the QVD connection
broker is considered valid, our virtual desktop will appear directly.

info@theqvd.com 15



QVD client guide 4.1

16/28

Chapter 5

Invalid SSL certificate

In case the SSL certificate presented by the L7R is not considered valid, a screen will appear with the different problems that
the certificate presents, allowing us to stop connecting, accept the certificate permanently or accept the certificate temporarily. In

case we accept it temporarily, the same notices will appear again the next time we connect to our virtual desktop.

QVD Client
Untitled Folder Connect | Settings

Untitled Folder 2 D Invalid certificate
Problems| Details
kesults of the certificate check
Untitled Document qvd.gindel.com
Error #20: Unable to find issuer’s certificate.
Error #21: Unable to verify the first certificate

Error #1001: Hostname verification failed.
The cert is only valid for qvdoficina.gindel.com

Error #1002: Insecure hash algorithm: sha1

Recommendations:
« IF you are using your own CA, see the documentation on how to make the client use your certificate.
« This certificate belongs to another host. This is a sign of either misconfiguration or an ongoing attempt to compromise security.

= This certificate uses a deprecated and insecure hash algorithm. It should be replaced with a new one as soon as possible.

Cancel

Qindel Group © 2017 | Terms of use
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Chapter 6

Several desktops

It can also happen that the user making the connection has several virtual desktops assigned. In this case the QVD client will
show us a selection box in which we can choose which desktop we want to connect to.

QVD client 4 B = o) 1m0 i
e
L

Untitled Folder Connect | Settings

Untitled Folder 2

Select virtual machine

Untitled Document
Select virtual machine:

narenas-ubuntu-16.04
hoja_calculo
editor_textos

- perenas

[] Restarts

Qindel Group © 2017 | Terms of use

Simply selecting the desktop to which we want to connect and clicking the OK button will access our desktop.

1 B 4) 17:11 {3
QVD

@ Applications  Places  System ‘ Wed Apr 19, 17:14 El

ar

PDOoE®
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Part 111

Settings tab
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There are several features that can be configured from the QVD client

is, the Client Settings screen.
QVD Client
Untitled Folder
Untitled Folder2

Untitled Document

Connect | Settings

Options
Enable audio

Enable printing

Full screen

Connectivity
e e
Connection type == n

Share
Enable shared folders

Remove

Jhome/narenas
/media

Enable USB redirection [

. All of them can be configured from the same screen, that

info@theqvd.com
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Chapter 7

Options

In the Options section we have 3 checkboxes from which we can choose the following options:

Opciones

Habilitar sonido
Habilitar impresion
Pantalla completa

1. Enable sound: To enable sound in QVD.

2. Enable printing: In case it is selected, the local printers that the user has configured in the working station from where it
is connecting to the remote desktop will be exported to the virtual desktop, allowing to print the jobs that the user wants.

3. Full screen: In case it is enabled, the QVD desktop will be displayed in full screen instead of windowed mode, which is
the default.
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Chapter 8

Connectivity

Two Options appear in this tab, Server and Link Type.

1. Server: We will put the domain or FQDN of the server to which we will have to connect to show our virtual desktop.

2. Link type: We have to choose one of the following three values depending on the type of connection we have, the types
of links that the QVD client supports are the following:
a. Local
b. ADSL
c. Modem
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Chapter 9

Printing

The client allows us to share the printers in the client machine with the vim. The option to enable When activating the option to
enable printing, the printers installed on the client machine will be shared with the virtual machine.

Options
Enable audio

Enable printing

O KO

Full screen

S —— ar tm.

Printing in Windows
In Windows, after activating the option to share printers, every printer installed in the client machine will be shared in the virtual

machine with the prefix * QVD- * in its name.

In images prior to QVD 4.1, it is necessary to make the following changes when sharing printers:

¢ Go to Start and look for manage advanced sharing settings.
* Make sure in your current profile, that file and printer sharing is on.

* Under all networks, turn off password protected sharing at the bottom.
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Chapter 10

Folder sharing

The folder sharing box has a check button, which allows you to enable/disable the sharing of folders and two buttons that allow
you to add or remove shared folders.

or
Folders must be shared before the user logs in within the QVD environment. If you want to modify the folders, it will be
necessary for the user to cut the QVD connection and change its folder sharing configuration.

Compartir
Compartir carpetas [+ Afiadir Quitar

JUsers/narenas

Note

The configuration of shared folders requires that port redirection is enabled in the VMA.
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Chapter 11

USB redirection (Linux Client only)

The Linux client has the possibility to share USB devices over IP protocol. This allows devices that are connected to the user’s
PC to appear on the user’s desktop.

For it to work it is necessary to enable the checkbox to later select the device that we want to be displayed on the user’s remote
machine.

Enable USB redirection &

B VirtualBox USB Tablet (80ee:0021)

Important
@ USB port redirection is available only to QVD subscription clients and requires the installation of additional compo-
nents.
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Chapter 12

Keyboard Shortcuts

Linux / Windows Client

There are different keyboard shortcuts that can be used in QVD to make different options

Ctrl + Alt + Shift + Esc To exit a session that is not responding

Ctrl + Alt+ T To end or suspend a session.

Ctrl + Alt+ F To enter and exit full screen mode. (This key combination
is not available in Windows clients).

Ctrl + Alt + Shift + F To switch to multimonitor mode.

Ctrl + Alt+ M To minimize or maximize full screen mode

Ctrl + Alt + arrow keys To navigate between different desktops.

Ctrl + Alt+ R To change to auto resize mode. The client starts in this way,
so users can resize the screen simply by resizing the main
window.

Ctrl + Alt+ E To activate the lazy encoding.

Ctrl + Alt+]J To try to solve display problems.

Alt + F4 When the window manager is present, it allows you to end
a session.

Ctrl + Alt + K Enables and disables the capture of the Alt + Tab and Print
Screen keys.

0 Warning
Some of the combinations of keys indicated cause the disconnection of the user, once the session is reconnected is

when the enabled features are effective.

Mac Client
Command + Ctrl + f Switch to full screen mode.
Command + Ctrl + t End the session/disconnect.
Command + Ctrl + m Minimizes the remote desktop window.
Command + Ctrl + e Enables the lazy encoding.
Command + Ctrl + r Enables/disables the resizing of the screen.
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or

Some of these shortcuts can overlap with desktop shortcuts by default. It may be necessary to modify these, for this
you can follow this link
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Chapter 13

Logs and Debug

In the home of the user a directory (.qvd) is created, which contains a file called client.conf. In case you want to increase the
level of detail of the logs’s output, we will have to add the following line to the file with the text editor of our choice:

log.level = DEBUG

The logs that are created in the client are saved in the same directory where the client.conf is located and one is created for each
session that starts with QVD.
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Chapter 14

SSL Configuration

By default QVD is very restrictive with respect to the connections it allows and with the certificates that companies can use to
make the connection between the client and the QVD servers.

However, these configurations can be relaxed by modifying the following parameters in the client.conf

# Allow the certificate to be encrypted with a key less than 2048 bits
client.ssl.allow_weak_key =1

# Allows the name of the certificate does not match the name of the host where the <«
certificate is being presented.
client.ssl.allow_bad _host =1

# To allow certifiates revoked or not.
client.ssl.allow_revoked = 0

# So that the client can accept certificates that the system does not consider <
trustworthy.
client.ssl.allow_untrusted = 1

# To allow the system to accept certificates that have expired.
client.ssl.allow_expired =1

# So that the client can accept certificates that will be valid after a certain <+
date
client.ssl.allow_not_yet_valid = 1

# To allow accepting certificates with SSL errors controlled by the client QVD
client.ssl.allow_unknown_error = 1

It is also possible to define which SSL versions are allowed through the paramenter client.ssl.options.SSL_version which by
default brings the following values.

client.ssl.options.SSL_version = SSLv23:! SSLv3:! SSLv2:! TLSvl
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